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I. CONSIDERATIONS



A disaster is any event that occurs due to weather, explosion, fire or public disturbance (or other reasons) that causes multiple injuries, deaths and/or great damage, loss or destruction at a property.  In the event of a disaster, the Hines management office will immediately assemble a Response Team, will rapidly assess the situation, and will begin immediate action.  Recent events (i.e. the 2001 Flood) have indicated that a team far beyond the resources of any individual property may be required in many cases.  Because of Hines’ extensive presence in Houston, it is uniquely qualified to assemble a team of expert personnel, drawing on strength from it’s locally based corporate headquarters and many nearby properties.  



Each situation will be unique in its challenges and requirements, so it is impossible to completely detail all actions.  However, this section provides some guidelines that Hines may use to initiate action after a disaster.  Each tenant of 1100 Louisiana should develop a basic outline for an internal disaster recovery plan, as well.  These guidelines below, while not all inclusive, show some of the likely considerations after a disaster.  Additional information is available from an online document from FEMA, The Emergency Management Guide for Business and Industry (A 67 page Adobe Acrobat guide available at www.FEMA.gov/library.  Click on the Response and Recovery room of the virtual library.)

A. Assemble a Response Team

1. Establish an Incident Commander immediately after the incident, until the full response team can be assembled.  Initiate phone recall of all personnel to determine available resources.  Plan for a shift schedule from the beginning.
2. The team should include, at a minimum:

a. Property Manager

b. Assistant Property Manager

c. Chief Engineer

d. Assistant Chief Engineer

e. Security Supervisor

f. Building Electrician

g. Building Contractors







1)  Cleaning Contractor







2)  Mechanical Contractor







3)  Security Contractor

3. Members of the Response Team and any other members of the disaster recovery team must wear some type of identification.  The identification badge/tag should include the name of the person, the company they represent, their job title, and a photograph if possible.  In addition, the identification badge/tag should not be easily replicated

B. Secure the area:

1. The Response Team will determine which areas need to be secured.

2. Secure perimeter of affected area using crowd control posts, yellow security tape and any available personnel.

3. Limit access to the area affected by disaster to qualified and necessary personnel only.

C. Check utilities for hazardous threats:

1.
Instruct building engineers to inspect affected areas.

2.
Record any electrical/structural hazardous areas.

D. Establish refuge and triage area:

1.
Establish the largest “safe” area on each floor.  Some alternatives include empty office space, a training room or conference room, empty parking garage, etc.  The area should contain:

a. Easy access (multiple exits)

b. Emergency lighting

c. Ample electricity (if not hazardous situation)

d. Uncluttered area

e. Access to telephone

f. Access to potable water

g. Be away from windows to help prevent further injuries

E. Notification
1.   Emergency Response Team

2.
  Senior Regional Managers

a.  Area Vice President

b.  Vice President of Operations

3.
  Risk Management

a.  Director of Risk Management

b.  In-house insurance personnel

4.
  Insurance

a. Name of company

b. Name of broker/contact

c. Daytime telephone number

d. After hours telephone number

5.
  Tenants

All affected tenants will need to be contacted to establish communications channels.  Tenants will need to be updated on property and local issues, and the management office may need to collect status reports from tenants..  Insure tenant contact list is updated monthly, prior to any disaster. Produce a new contact list daily after the disaster, as tenant contacts may change, or the contacts may move to temporary locations, or they may begin using cell  phones, etc.

6.    Utilities

a. Gas

b. Water
c. Electricity
F. Access.  Plan to allow access to the property by both contractors and tenants as recovery efforts continue.  A scaled or color coded badge system may help.
1. Check-in point – ECC:



Be able to provide verbal directions to the ECC and have maps available for handouts. Have indemnity statements if allowing tenants to enter lease space that is questionable.


2.
Traffic Control:



Security, the garage manager, or the police will coordinate traffic.  List alternative parking sites, ranked according to priority, for use in case of damage to the 1100 Smith Garage, Smith Street or Louisiana street.

G. Assessments




At a minimum, the following personnel should assess the property immediately following the incident.  Estimates should reflect the extent of damage, timeframe necessary for demolition, construction and restoration, and the necessary components for an effective action plan.



1.
Property Management

a. Group and/or Property Manager

b. Assistant Property Manager



2.
Engineers

a. Chief Engineer

b. Assistant Chief Engineer

c. Appropriate Lead Engineers



3.
Other engineering as required (mechanical, civil, etc.)



4.
Insurance adjusters as required
H. Record Information


1.
Written Log of Events

a. Type of incident: bomb, natural disaster, etc.  Give details (if known) leading up to incident

b. When

c. Where

d. Include the number of buildings if a multiple building site, the floors included, tenants affected.  Give floor schematic of tenants

e. Why – terrorists, natural causes, public disturbance (i.e. riots, etc.)

f. Witnesses



2.
 Photos and Videotape – Obtain as many photos as soon after disaster as possible.  Use as many sources as available to obtain photos/video, i.e. media bystanders, witnesses, Hines personnel.

I. Contract Support
1.  Restoration




 2.
 Demolition




 3.
 Construction

J. Relocate
1.   Relocate salvageable records:

a. Designate a person to be in charge of record relocation.

b. If it is a city with multiple Hines locations, establish an alternate recovery area in advance.

2.   Relocate salvageable equipment:

a. Designate a person to be in charge of equipment relocation.

b. Establish in advance an area for equipment to be relocated.

3.    Tenants to be relocated

a. Designate a person to be in charge of tenant relocation.

b. Keep an updated market survey of available space, with priority given to other Hines buildings.

K. Hardware and Software Recovery

Objective – To safeguard business information and operations by taking necessary precautions to prevent disastrous events and be prepared to respond to unpredictable emergencies.

1.
   Off-site storage

a. This typically involves a business specializing in the storage of data or documents.  Off-site storage should be at a location that is not subject to the same natural disaster that affected the originating site.

b. The following are unacceptable definitions for off-site storage:

1. Fireproof vault in office

2. Safety deposit box in the bank downstairs

3. Anywhere in the building

4. At home

5. In car

2. 
Hot Spare – A replacement computer system (file server) or hardware component that is specified as “immediately available” in a negotiated support agreement.

3.
 Cold Site – Alternative office space that could be used temporarily should the original site become inaccessible.  

Action plan – Following is a list of actions that should be taken to prevent disaster when possible, and to prepare for disaster when it is unavoidable.

1. Ensure documentation is complete and that updated data is stored off-site.  The single most valuable tool to offset system downtime is documentation.  Create and maintain a detailed manual file for each component of the network (hardware and software).  Network documentation should include hardware, software and user information, along with the physical configuration of the LAN cabling, network addresses and communication devices (i.e. modems, routers, bridges, gateways).

2. Establish back up procedures and responsibility for performance of the steps in the procedure.  Backups should normally be the responsibility of the Network Administrator.  Backups for stand-alone systems are the responsibility of the Timberline Administrator.  Ensure that backup software is installed and functioning properly.  Contact a third party for suitable off-site storage.  Each off site storage company will have specific procedures to retrieve items in their care.  Please take the time to learn about these procedures before disaster strikes.  Rotate computer back-ups to off-site storage on a regular basis.

3. Develop a Disaster Recovery Plan for dealing with unavoidable disasters.  Ensure that the plan is properly documented and is distributed to all members of the recovery team.  Keep a copy in off-site storage.

Arrange the contracts or agreements necessary for obtaining “hot spare” equipment and access to a “cold site.”

a. Plan elements

1. Designate person(s) responsible with proper authority to activate a recovery plan once a disaster has occurred.

2. Include procedures to follow in case of a disaster and personnel (Emergency Response Team) who will be responsible for performing the procedures.  The plan should include arrangements for “hot spare” equipment where a tape backup can be restored so that normal business transactions may be processed while the system is being repaired or replaced.

3. An alternate location, or “cold site”, should be arranged in case a site becomes inaccessible as the result of a disaster.  In determining the cold site location, consider whether the hardware is adequate to meet company needs.

a. How soon after a disaster will facilities become available?

b. If the cold site has agreements with other companies, who gets preference if there are common disasters?

c. How long is the facility available for use?

d. Are the telecommunications adequate?

e. Can the plan be tested at the cold site?

f. What warranties will the vendor make regarding the availability and adequacy of the cold site facilities?

4. The Disaster Recovery plan should include contact names and phone numbers for personnel who will implement the plan, maintenance vendors, off-site storage personnel, hardware and software suppliers, hot-spare representatives and cold site personnel.

5. Teams for Disaster Recovery Plan/Identify the following:

a. System Recovery Team

b. Business Recovery Team

c. Hardware Recovery Team

d. Software Recovery Team

6. Recovery Steps

a. Identify problem

b. Assess damage

c. Declare disaster

d. Retrieve off-site system documentation

e. Contact network/hardware support agreement vendor

f. Vendor to assess damage and make recovery recommendation

1. On-site

2. Hot spare

3.    Cold site

II. FLOWCHART

DISASTER RECOVERY

DISASTER STRIKES
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Notify police and 

fire departments

Assess property damage

(
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Prepare for media

Record all information

(
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Notify tenants

Contact Response Teams including restorative contacts, demolition contacts, and construction contacts

(
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Secure disaster area

Relocate all

salvageable records
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Notify Response Team, senior managers, risk management, insurance and tenant contacts

Begin hardware

and software recovery
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Set up Emergency Communications Center (ECC)
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